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1 Konfiguracia virtualneho servera
1.1 Zakladné informacie ohladom pouzitych softvérov

e Pouzita verzia opera¢ného systému — Debian 8.6.0 i386.
e Pouzity virtualiza¢ny nastroj — Vmware Workstation 12.1.0.

1.2 Zakladné informacie

Obrazok 1 nizSie zobrazuje nastavenia virtudlneho stroja, ktoré su definované pre prilozeny
image. VSimnite si napriklad nastavenie procesorov, kde Cislo 2 znamena jeden fyzicky
procesor s dvoma virtuadlnymi jadrami.

Device Summary
# Memory 2GB
[ Processors 2

e Hard Disk (SATA) 32 GB (Persistent)
et Hard Diisk (IDE) 8 GE

Iﬁl Metwork Adapter  MAT

ElNetwcurk Adapter 2 LAN Segment
IJSE Controller Present

‘E‘ | Sound Card Auto detect
E:] Printer Present
EJ Display Auto detect

Obrazok 1 Vseobecné nastavenia virtualneho stroja

1.2.1 Nastavenie adaptéra

e Nastavenia sietovych adaptérov — ,,Network Adapter” — smerom k Internetu
a externym mobilnym zariadeniam (typ NAT); ,,Network Adapter 2 — smerom
K pripojenym obrazovkam (typ LAN Segment, pripadne Host-only).
e PodrobnejSie nastavenie NAT adaptéra (musia byt nastavené podla tejto Sablony):
o Siet’ 192.168.153.0/24 — Error! Reference source not found..
o Predvolena brana 192.168.153.1 — Error! Reference source not found..
o Nastavenie IP adresy zodpovedajiceho adaptéra v hostovskom systéme na
adresu 192.168.153.2 pri maske 255.255.255.0 (alebo inu IP adresu,
nemoze sa zhodovat’ s IP adresou 192.168.153.1 a 192.168.153.100).
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@ virtual Network Editor X
Mame Type External Connection Host Connection  DHCP Subnet Address
VYMnetd Bridged Qualcomm Atheros ARS485... - - -
YMnetl Host-only - Connected Enabled 152,168, 200.0
YMnet2 Host-only - Connected Enabled 152.168,238.0
VMnet3 Host-only - Connected Enabled 192.168.92.0

MAT Connected Enabled

Add Network. .. Remowve Network

VMnet Information
(O Bridged (connect VMs directly to the external netwark)

Bridged to: | Qualcomm Atheros ARS485WE-EG Wireless Metwork Adapter Automatic Settings...
(®) NAT (shared host's IP address with VYMs) MAT Settings...
() Host-only (connect WMs internally in a private netwaork)
Connect a host virtual adapter to this network

Host virtual adapter name: VMware Network Adapter VMnets
Use local DHCP zervice to distribute IP address to WMs DHCP Settings...

SubnetIP:| 192 .168 .153. 0 Subnetmask: | 255.255.255. 0

Restore Defaults Cancel Apply Help

Obrazok 2 Nastavenie hlavnej siete.

MNAT Settings X

Metwork: vmnetd
Subnet IP: 192,168.153.0
Subnet mask: 255,255,255.0

Gateway IP: | [EH. 168 . 153 . 1

Port Forwarding
HostPort  Type  Virtual Machine IP Address Description
Add... Remove Properties
Advanced
Allow active FTP

Allow any Organizationally Unique Identifier

UDP timeout (in seconds): | 30 =
Config port: 0 =

[[JEnable Pvs

IPV6 prefix: | fd15:4bas: Sazh: 1008:: /64 |

DMS Settings... NetBIOS Settings...

cod | reb

Obrazok 3 Nastavenie predvolenej siete.

1.2.2 VsSeobecné nastavenia pri instalacii
e Nevybrat’ ziadne doplnkové baliky pre systém (ani sadu zdkladnych nastrojov
opera¢ného systému).
e Root heslo (bez uvodzoviek): ,,lab()*“
e Meno pouzivatela (bez ivodzoviek): ,,fiit“
e Heslo pouzivatela fiit (bez tvodzoviek): ,,fiit*
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e Nastavenie domény (bez tivodzoviek): ,.fiit.stuba.sk*
e Nazov zariadenia (bez uvodzoviek): ,,mod-server<

1.2.3 Suborovy systém

Stborovy systém musi mat’ nasledovnu logicku Struktiru — manuélne vytvorenie logickych
particii pod LVM skupinou ,,lvm-group1* pri inStaldcii. Zariadenie reprezentujice interna
flash pamét’ méa oznacenie /dev/dm-0, zariadenie reprezentujice SSD pamit’ ma oznacenie
/dev/sd5. JFS musi byt dodrzany na celej flash pamiti, ext4 nemusi byt’ dodrzany pri SSD
pamiti. Podiely velkosti logickych particii — podl'a schémy v kapitole ,,Ukladaci priestor.

root@mod-server:/boot# df -hT

Filesystem Type Size Used Avail Use% Mounted on
/dev/dm-0 jfs 5.1G 943M 4.1G 19% /
/dev/sdb5 ext4 32G 48M 30G 1% /data
/dev/mapper/lvm--groupl-home jfs 99M 216K 99M 1% /home
/dev/mapper/lvm--groupl-var jfs 1.4G 310M 1.1G 23% /var
/dev/mapper/lvm--groupl-android jfs 1.4G 308K 1.4G 1% /android
/dev/mapper/lvm--groupl-tmp jfs 171M 432K 171M 1% /tmp

1.3 Zakladné nastavenia systému pri instalacii

# nastavenia sietovych rozhrani na konkrétne adresy (ethO - smer
Internet, ethl - smer lokalna siet s obrazovkami)

vi /etc/network/interfaces

———————————————————— /etc/network/interfaces-———————————————————-
source /etc/network/interfaces.d/*

# The loopback network interface
auto 1lo
iface lo inet loopback

# The primary network interface

auto ethO

allow-hotplug ethO

iface eth0 inet static
address 192.168.153.100
netmask 255.255.255.0
gateway 192.168.153.1

auto ethl

allow-hotplug ethl

iface ethl inet static
address 10.0.0.1
netmask 255.255.255.0

domain localdomain

search localdomain

nameserver 192.168.153.1

———————————————————————— /etc/resolv.conf--——-——————————————————
/etc/init.d/networking restart

# konfiguracia NAT prekladania medzi adaptérmi ethO a ethl
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iptables --table nat --append POSTROUTING --out-interface eth0 -j
MASQUERADE

iptables --append FORWARD --in-interface ethl -j ACCEPT

echo 1 > /proc/sys/net/ipv4/ip forward

vi /etc/sysctl.conf

———————————————————————— /etc/sysctl.conf--——-——————————————————
iptables-save > /etc/iptables.up.rules

vi /etc/network/if-pre-up.d/iptables

——————————————— /etc/network/if-pre-up.d/iptables———————--—-—————-
#!/bin/sh

/sbin/iptables-restore < /etc/iptables.up.rules

——————————————— /etc/network/if-pre-up.d/iptables——————-—--—-—————-
chmod +x /etc/network/if-pre-up.d/iptables

# aktualizovanie zoznamu balikov a upgrade systému
apt-get update
apt-get upgrade

# instalacia nastroja, ktory dynamicky bude alokovat swapovaci
priestor pre virtualnu pamat podla dostupnej pamdti (namiesto
vyhradenej particie); automatické nastavenie

apt-get install swapspace

# nastavenie predvoleného shell-u na bash pre pouzivatela ,fiit"“
(na aplikaciu je potrebny reboot)
chsh -s /bin/bash fiit

# automatické mountovanie SSD disku pri Starte operaéného systému
s automatickym rozpoznanim typu stborového systému (nemusi byt
extd, aj ked je to najlepsia volba z hladiska vykonu)

vi /etc/fstab

/dev/sdb5 /data auto defaults 0 2

# automaticky mount USB tloZnych zariadeni do adresira /media
apt-get install usbmount’

# navrh adresarovej sStruktury na SSD
cd /data/

mkdir images

mkdir videos

mkdir music

mkdir docs

cd videos/

mkdir movies

mkdir intro

mkdir adverts
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1.4 Nastavenie niektorych sluzieb nad systémom (SSHD,
Rsyslog, UFTP)

# instalacia SSHD
apt-get install openssh-server

# nastavenie SSHD - pristup na pouzZivatela root alebo fiit
povoleny iba z lokadlne pripojenej siete na ethO

vi /etc/ssh/sshd config

—————————————————————— /etc/ssh/sshd config---—--——-———-———-——————

ListenAddress 192.168.153.100
AllowUsers £11t@192.168.153.* root@192.168.153.*
PermitRootLogin yes

# autorestart SSHD a rsyslog pri pade sluZieb (rovnaké nastavenie
pri oboch konfiguraénych siboroch)

vi /etc/systemd/system/multi-user.target.wants/ssh.service
————————————————————————— ssh.service ----———--—----—————-——————

Restart=on-failure
RestartSec=10

systemctl daemon-reload

vi /etc/systemd/system/multi-user.target.wants/rsyslog.service
——————————————————————— rsyslog.service ————--—-—-—-—————-—————-——-—

Restart=on-failure
RestartSec=10

systemctl daemon-reload

# nastavenie udrzZiavania logov po mensSiu dobu - max. rotacia 2
tyzdne (cielom je zniZenie pamdtovych narokov)

vi /etc/logrotate.conf

————————————————————— /etc/logrotate.conf —---—---—--—--————————-

————————————————————— /etc/logrotate.conf ——----—--—-——————————
service rsyslog restart

# nastavenie maximalnej diZky uchovavania systemd logov - 1 tyZden
(oddeleny systém od rsysloq)

vi /etc/systemd/journald.conf

———————————————————————— journald.conf ---------—---—————-——————-

MaxRetentionSec=1lweek



———————————————————————— journald.conf --—-—---—----—-—————————-

# zapnutie perzistencie systemd logov (aj po reboot-e)
mkdir /var/log/journal

systemd-tmpfiles --create --prefix /var/log/journal
systemctl restart systemd-journald

systemctl daemon-reload

# instaldcia UFTP servera a klienta (bez nastavenia, ktoré bude
potrebné riesit v ramci centralizovanej spravy systému); sluzba
uftpd slazi na prijimanie suborov (predvolene do adresara /tmp)
a sluzba uftp sluzi na odosielanie suborov (predvolenie cez
multicast)

cd /root

wget --no-check-certificate --no-cookies --header "Cookie:
oraclelicense=accept-securebackup-cookie"
http://sourceforge.net/projects/uftp-multicast/files/source-
tar/uftp-4.9.2.tar.gz

tar zxvf uftp-4.9.2.tar.gz

rm -r uftp-4.9.2.tar.gz

cd uftp-4.9.2

apt-get install make

apt-get install libssl-dev

make install

cd

rm -r uftp-4.9.2

1.5 Instalacia a nastavenie Java a Tomcat

# stiahnutie a rozbalenie Oracle JRE 8ulll (32-bit wvydanie)
mkdir /usr/lib/java8

cd /usr/lib/javas8

wget —--no-check-certificate -—-no-cookies —--header "Cookie:
oraclelicense=accept-securebackup-cookie"
http://download.oracle.com/otn-pub/java/jdk/8ulll-bl4d/jre-8ulll-
linux-i1586.tar.gz

tar zxvf jre-8ulll-linux-i586.tar.gz

rm -f jre-8ull-linux-i586.tar.gz

# nastavenie environment premennej JAVA HOME
update-alternatives --install /usr/bin/java java
/usr/lib/java8/jrel.8.0 111/bin/java 100

java -version

java version "1.8.0 111"

Java (TM) SE Runtime Environment (build 1.8.0 111-bl4)
Java HotSpot (TM) Server VM (build 25.111-bl4, mixed mode)

# stiahnutie a rozbalenie Tomcat 8.5.8

mkdir /usr/lib/tomcat8

cd /usr/lib/tomcat8

wget —--no-check-certificate -—-no-cookies —--header "Cookie:
oraclelicense=accept-securebackup-cookie"
http://tux.rainside.sk/apache/tomcat/tomcat-8/v8.5.8/bin/apache-
tomcat-8.5.8.tar.gz

tar zxvi apache-tomcat-8.5.8.tar.gz



http://tux.rainside.sk/apache/tomcat/tomcat-8/v8.5.8/bin/apache-tomcat-8.5.8.tar.gz
http://tux.rainside.sk/apache/tomcat/tomcat-8/v8.5.8/bin/apache-tomcat-8.5.8.tar.gz

& & & @ -
e o o o %ru
e ® & @ E‘IIT

rm -f apache-tomcat-8.5.8.tar.gz

# nastavit environment premennych - JAVA, Tomcat, Tomcat pamdtové
nastavenia (min. RAM=512MB, max. RAM=1024MB) a Tomcat bezpecénostné
nastavenie

vi ~/.bashrc

export JAVA HOME=/usr/lib/java8/jrel.8.0 111

export CATALINA HOME=/usr/lib/tomcat8/apache-tomcat-8.5.8
export CATALINA BASE=/usr/lib/tomcat8/apache-tomcat-8.5.8
export 'CATALINA OPTS=-Xms512M -Xmx1024M -server -
XX:4UseParallelGC'

export 'JAVA OPTS=-Djava.awt.headless=true -
Djava.security.egd=file:/dev/./urando
———————————————————————————— .pashrc---------- - - - - - - - - - ——————
reboot

# spustenie a otestovanie Tomcat-u
SCATALINA_ HOME/bin/startup.sh

psS -—aux | grep java
http://192.168.153.100:8080

# oddelenie Tomcat procesu pomocou oddeleného pouzivatela
groupadd tomcat

useradd -g tomcat -d /usr/lib/tomcat8/apache-tomcat-8.5.8/ tomcat
# heslo (bez uvodzoviek) ,tomcat-molpirl7"™

passwd tomcat

chown -R tomcat.tomcat /usr/lib/tomcat8/apache-tomcat-8.5.8/
chmod 775 /usr/lib/tomcat8/apache-tomcat-8.5.8/webapps/

# vytvorenie Startovacieho systemd skriptu a restovanie
zavadzacieho systému na aplikovanie nastaveni (systemctl)

vi /etc/systemd/system/tomcat.service

——————————————— /etc/systemd/system/tomcat.service-———-—-——=-—-———-—-
[Unit]

Description=Apache Tomcat Web Application Container
After=network.target

[Service]
Type=forking

Environment=JAVA HOME=/usr/lib/java8/jrel.8.0 111
Environment=CATALINA HOME=/usr/lib/tomcat8/apache-tomcat-8.
Environment=CATALINA BASE=/usr/lib/tomcat8/apache-tomcat-8.
Environment='CATALINA OPTS=-Xms512M -Xmx1024M -server -
XX:+UseParallelGC'

Environment='JAVA OPTS=-Djava.awt.headless=true -
Djava.security.egd=file:/dev/./urandom'

(G20 E)]
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ExecStart=/usr/lib/tomcat8/apache-tomcat-8.5.8/bin/startup.sh
ExecStop=/usr/lib/tomcat8/apache-tomcat-8.5.8/bin/shutdown.sh

User=tomcat
Group=tomcat
UMask=0007
RestartSec=10



Restart=on-failure

[Install]

WantedBy=multi-user.target

——————————————— /etc/systemd/system/tomcat.service—————-————————-
cp /etc/systemd/system/tomcat.service /etc/systemd/system/multi-
user.target.wants/tomcat.service

systemctl daemon-reload

systemctl start tomcat

# opadtovné otestovanie spustenia
pPs —aux | grep java

service tomcat status
http://192.168.153.100:8080

# zmena portu z 8080 na 80; riadok <Connector port="8080"
protocol="HTTP/1.1" connectionTimeout="20000" redirectPort="8443"
/>

vi /usr/lib/tomcat8/apache-tomcat-8.5.8/conf/server.xml
——————————————————————————— server.xml-—————————————"——"—"—"——"——\—————

<Connector port="80" protocol="HTTP/1.1" connectionTimeout="20000"
redirectPort="8443" />

# nastavenie authbind na IPv4 bez IPv6
vi /usr/lib/tomcat8/apache-tomcat-8.5.8/bin/setenv.sh
—————————————————————————— setenv.sh ---———7--------—--—————————

CATALINA OPTS="-Djava.net.preferIPv4Stack=true"
—————————————————————————— setenv.sh ----—-—-——--—---—--—————————

# zmena startup skriptu: exec "$PRGDIR"/"S$EXECUTABLE" start "$@"
na exec authbind --deep "$PRGDIR"/"S$SEXECUTABLE" start "$Q@"

vi /usr/lib/tomcat8/apache-tomcat-8.5.8/bin/startup.sh
—————————————————————————— startup.sh ---—-—-----"""-""""-"-""---—-

exec authbind --deep "S$PRGDIR"/"SEXECUTABLE" start "$@"
—————————————————————————— startup.sh ---—-—-----"""-""""-"-""---—-

# instalacia a aplikacia authbind na port 80
apt-get install authbind

touch /etc/authbind/byport/80

chmod 500 /etc/authbind/byport/80

chown tomcat /etc/authbind/byport/80

service tomcat restart

# otestovanie
http://192.168.153.100

# zadefinovanie pouzivatela s menom a heslom tomcat, pomocou
ktorého bude mozZné vzdialene manaZovat Tomcat aplikacie vréatane
nasadzovanie novych aplikacii

cd /usr/lib/tomcat8/apache-tomcat-8.5.8/conf/

.8/conf/



L ]

a

o

STU
FIIT

vi tomcat-users.xml
—————————————————————— tomcat-users.xml —-————-—————————————————
<?xml version="1.0" encoding="UTF-8"7?>
<tomcat-users xmlns="http://tomcat.apache.org/xml"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance"
xsi:schemalLocation="http://tomcat.apache.org/xml
tomcat-users.xsd"
version="1.0">
<role rolename="manager-jmx"></role>
<role rolename="manager-gui"></role>
<role rolename="manager-script"></role>
<role rolename="manager-status"></role>
<user username="tomcat" password="tomcat" roles="manager-
jmx,manager—gui,manager-status,manager—-script"></user>
</tomcat-users>
—————————————————————— tomcat-users.xml -—-——--—————————————————

# nastavenie povolenych zariadeni, ktoré sa méZu na manager-a
pripojit (vsetky)

vi /usr/lib/tomcat8/apache-tomcat-
8.5.8/conf/Catalina/localhost/manager.xml
———————————————————————— manager.xml —--——-—-—————————————————————

<Context privileged="true" antiResourcelocking="false"
docBase="${catalina.home}/webapps/manager">
<Valve className="org.apache.catalina.valves.RemoteAddrValve"
allow="".*s" />
</Context>

# restart tomcat
service tomcat restart

1.6 Microsoft Visual Studio Enterprise 2015

# instalacia potrebnych balikov
apt-get install g++ gdb gdbserver

# instalacia nastroja Visual C++ for Linux Development na
hostovskom operac¢nom systéme z nasledovnej webovej stranky
https://marketplace.visualstudio.com/items?itemName=VisualCPPTeam.

VisualCforLinuxDevelopment

# vytvorenie pripojenia na vzdialeny server Tools >> Options >>
Cross Platform >> Connection Manager >> Add (Obrazok 4)

# vytvorenie nového C++ projektu

# nastavenie x86 debugging platformy v hlavnom okne

# nastavenie cielovych adresarov pre kompilaciu a nasadenie -
Project >> Properties >> General (Obrazok 5)

# kompildcia programu


https://marketplace.visualstudio.com/items?itemName=VisualCPPTeam.VisualCforLinuxDevelopment
https://marketplace.visualstudio.com/items?itemName=VisualCPPTeam.VisualCforLinuxDevelopment
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1.7 IntelliJ IDEA 2016.3(64)

e Pouzitie funkcie Remote Java Debugging.

e Viac informécii:
https://www.jetbrains.com/help/idea/2016.2/run-debug-configuration-tomcat-
server.html
https://www.youtube.com/watch?v=4MhbWMONKS4

Options o ? *
st B0 Connect to Remote System Linux, Mac or Windows:

I+ IntelliTrace

b Performance To Use this dialog to connect to Linux, Mac, Windows, or other systems, using Add

b famaeelele SSH. Thg connection added here_can be used later for build or debugging, 36) :

orin projects that use remote builds, Remove

4 Cross Platform
Connection |

[ Database Tools

b GitHub for Visua Host name: 192.168.153.100

I- Graphics Diagno,

> MNuGet Package ! Part: 22

I> Python Tools

I+ SOL Server Tools User name: root

I Text Templating

I Web o

b Web Forms Desi¢ Authentication type:  Password - ,

I Web Perfformanc ] ] ]

RN e Pacsword: |nooo | rdebugging, or in projects

I Workflow Desigr

Concel | 5] [ Cones
Obrdzok 4. \lytvorenie pripojenia na vzdialeny server
ConsoleApplicationXXX Property Pages ? it
Configuration: | Active(Debug) ~ | Platform: | Active(xB6) ~ Configuration Manager...
4 Configuration Properties v General
General $(ProjectDir)bin\S(Platform)\S(Configuration), v
Remote settings Intermediate Directory S{ProjectDir)ob\S(Platform)\S{Cenfiguration)l,
Debugging Target Name S(ProjectMame)
VC++ Directories Target Extension .out
Copy Sources Extensions to Delete on Clean *di* tlog;S(ExtensionsToDeleteOnClean)
b C/Cer Build Log File $(IntDir)S(MSBuildProjectName).log
[; :;n_ll(:rE . Platform Toolset Remote_ GCC_1_0
ul VENLS
Project Defaults
P Custom Build Step Y mm . i -
Configuration Type Application (out)
Use of 5TL Shared GMU Standard C++ Library
Output Directory
Specifies a relative path to the output file directory; can include environment variables.
Cancel Apply

Obrazok 5. Nastavenie cielovych adresarov
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https://www.jetbrains.com/help/idea/2016.2/run-debug-configuration-tomcat-server.html
https://www.jetbrains.com/help/idea/2016.2/run-debug-configuration-tomcat-server.html
https://www.youtube.com/watch?v=4MhbWM0NKS4

1.8 Github

# instalacia github klienta na serveri

apt-get install git

Priklad:

# nastavenie pouzivatela, udaje by mali byt rovnaké ako na
verejnom GitHub serveri

git config --global user.name "Jaroslav Toéth"

git config —--global user.email xtothjlstuba.sk

# vytvorenie online repozitara

# vytvorenie lokadlneho repozitara
mkdir MyProject

cd MyProject/

git init

# vytvorenie suboru na lokalnom repozitari a kontrola zmien
(stavu) lokalneho repozitara
touch EmptyTextFile.txt
git status
On branch master
Initial commit
Untracked files:
(use "git add <file>..." to include in what will be committed)
EmptyTextFile.txt

# pridanie zmien do dalSieho commit-u a vykonanie commit-u
git add EmptyTextFile.txt
git commit -m "Added text file..."

# prepojenie so vzdialenym repozitarom a kontrola prepojeni (cez
origin)

git remote add origin https://github.com/jaro0149/testrepo.git
git remote -v

origin https://github.com/jaro0149/testrepo.git (fetch)

origin https://github.com/jaro0149/testrepo.git (push)

# stiahnutie zmien z online repozitara s automaticky vykonanou
merge operaciou
git pull origin master
From https://github.com/jaro0149/testrepo
* branch master -> FETCH_HEAD
Merge made by the 'recursive' strategy.
README.md | 1 +
1 file changed, 1 insertion (+)
create mode 100644 README.md

# nahranie zmien na online repozitar (je potrebné zadat
prihlasovacie meno a heslo)

git push origin master

Username for 'https://github.com': jaro0149

Password for 'https://jaro0149@github.com':

Counting objects: 5, done.

Delta compression using up to 2 threads.

Compressing objects: 100% (3/3), done.

Writing objects: 100% (5/5), 547 bytes | 0 bytes/s, done.
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Total 5 (delta 0), reused 0 (delta 0)
To https://github.com/jaro0149/testrepo.git
ca8cbfb..66bl1555 master -> master

1.9 Dual-Boot mechanizmus

# vytvorenie képie jadra operacéného systému

cd /boot

cp initrd.img-3.16.0-4-686-pae initrd.img-3.16.0-4-686-pae-backup
cp vmlinuz-3.16.0-4-686-pae vmlinuz-3.16.0-4-686-pae-backup

cd /lib/modules/

cp —avr 3.16.0-4-686-pae 3.16.0-4-686-pae-backup

# nastavenie spustacieho systému GRUB2 - po 5 sekundach nedinnosti
sa prepne jadro systému na zalohu, recovery konzola je vypnuta

vi /etc/default/grub

—————————————————————— /etc/default/grub -----—---——-—————--—-—-

GRUB_DEFAULT=saved

GRUB_TIMEOUT=3

GRUB_DISTRIBUTOR="lsb release -i -s 2> /dev/null || echo Debian’
GRUB_CMDLINE LINUX DEFAULT="quiet"

GRUB_CMDLINE LINUX="panic=5"

GRUB DISABLE SUBMENU=y

GRUB_DISABLE RECOVERY="true"

—————————————————————— /etc/default/grub -----—---—--—————--———-

# aktualizacia GRUB2 suborov
update-grub?2

# vytvorenie shell skriptu, ktory automaticky po kazdom spusteni
systému nastavi dalsie bootovanie na pévodny kernel (navrat)

vi /usr/local/bin/set-kernel-back.sh

————————————————————— set-kernel-back.sh - ----—————------———-
#!/bin/bash

/usr/sbin/grub-set-default 1

————————————————————— set-kernel-back.sh ------————-----—————
chmod =754 /usr/local/bin/set-kernel-back.sh

# automatické spusStanie vytvoreného skriptu (pouZity cron
pléanovac)

crontab -e

@reboot /usr/local/bin/set-kernel-back.sh

# vygenerovanie hash hesla pre GRUB

root@mod-server:~# grub-mkpasswd-pbkdf?2

Enter password:

Reenter password:

PBKDF2 hash of your password is
grub.pbkdf2.sha512.10000.7DBFOC2CFB4F152CC91C8C87F6DCCB603C88A69B8
28454E2BAA9927BAS2DE98AE0632E4E185CE12425F92EDY9ADS57DD95FFD1IBESCTE
28A10EBBOF15260DE062D.DBF47871B7D96C6ES5734602E68CES50394C23F987E9F3
F7AAS570EAT7ES8D8C08C04C1725014D93919889E58C3BEC3B86260FAE46641A7CACS
436DCF252020A88933
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# nastavenie mena a hesla

# meno: ,grubuser™

# heslo: ,grubpass"“

vi /etc/grub.d/40 custom

——————————————————— /etc/grub.d/40 custom ----—--——-—————————-—
#!/bin/sh

exec tail -n +3 $0

# This file provides an easy way to add custom menu entries.

# define superusers
set superusers="grubuser"

# define users

password pbkdf2 grubuser
grub.pbkdf2.shab512.10000.7DBFOC2CFB4F152CC91C8C87F6DCCB603C88A69BS8
28454E2BAA9927BAS2DES8AEQ632E4E185CE12425F92ED9ADS57DD95FFD1IBESCTF
28A10EBBOF15260DE062D.DBEF47871B7D96C6E5734602E68CE50394C23F987E9F3
F7AAS5T70EATE8DSC08C04C1725014D93919889E58C3BEC3B86260FAE46641A7C4CS
436DCF252020A88933

——————————————————— /etc/grub.d/40 custom -—--—--—————-———-———-

# heslo bude potrebné aplikovat iba pri editovani boot parametrov
vi /etc/grub.d/10 linux
——————————————————— /etc/grub.d/10 linux —--—-—-——-———————————-

CLASS="--class gnu-linux --class gnu --class os —--unrestricted"

——————————————————— /etc/grub.d/10 linux -----—--—————-——-———--
update-grub?2
reboot

1.10 SQLite adresar

# Cielom nasledujucich krokov je vytvorenie adresara pre
databazovy systém, ktory bude obsahovat databazové subory
(embedded databaza)

mkdir /var/db

# Skopirovanie databdzovych suborov s priponou “.db” do
vytvoreného adresara. Na tento krok mdéZe byt pouzity program
WinSCP alebo ssh pomocou prikazového riadku. Databazové suUbory sa
nachéddzaju na OneDrive v adresari /server.

chmod -R 755 /var/db

chown -R tomcat /var/db

chrgp -R tomcat /var/db

1.11 Instalacia a konfiguracia rsyslog

# Cielom je zaznamendvanie systémovych udalosti do databazy Syslog
Zoznam potrebnych archivov, ktoré ndajdete na centrdlnom uloZisku V archive
lib_rsyslog.rar:

e libdbi-0.9.0.tar.gz

e libdbi-drivers-0.9.0.tar.gz (./configure --with-sglite3)

o libestr-0.1.10.tar.gz

e libfastjson_0.99.4.orig.tar.gz
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Vyssie uvedené archivy, treba spracovat’ podl'a nasledujuceho postupu v priklade:

1. rozbalit: tar xzvf libdbi-0.9.0.tar.gz

2. vstupit’ do rozbaleného adresara: cd libdbi-0.9.0
3. vygenerovanie siboru make: ./configure

4. kompilacia: make

5. inS$talacia: make install

Nasledne je potrebné stiahnut’ a nainstalovat’ pkg-config:
1. apt-get update
2. apt-get install pkg-config

Dalej v archive lib_rsyslog.rar najdete tieto balicky:
e uuid_1.6.2-1.3_i386.deb

e libossp-uuid16_1.6.2-1.3_i386.deb

e uuid-dev_2.29.1-1 i386.deb

e libgcryptll 1.5.0-5+deb7u5 i386.deb

e libgpg-error-dev_1.17-3_i386.deb

e libgcryptll-dev_1.5.0-5+deb7u5_i386.deb
¢ liblogging-stdlog0_1.0.5-2_i386.deb

Nasledne instalovat’ vSetky baliky (odporu¢am v uvedenom poradi): dpkg -i package.deb
V archive lib_rsyslog.rar najdete tiez archiv rsyslog-8.24.0.tar.gz a nainstaluje rsyslog
(nepouzivat apt-get install, lebo nainstaluje bez kniznice libdbi):

1. ./configure —enable-libdbi

2. make

3. make install

Konfiguracia suboru /etc/rsyslog.conf na ukladanie systémovych udalosti do databazy
Syslog:

vi /etc/rsyslog.conf

$ModLoad imuxsock # provides support for local system logging
S$ModLoad imklog # provides kernel logging support

#SModLoad immark # provides --MARK-- message capability
S$ModLoad omlibdbi

Stemplate sglite,"insert into SystemEvents (DeviceReportedTime,
Facility, Severity, FromHost, Message, EventSource, EventUser,
EventCategory, EventID, EventLogType, SysLogTag) values
('"%timereported:::date-rfc3339%', 'S$syslogfacility-text%',
'$syslogseverity-text%', '%$S$!source%', 'Smsg%', '$$!sourceprocs',
'$Slusers', '$S!categoryid%', '%$$!id%', '$S!nteventlogtype%’',
'$syslogtag%')", SQL

SActionLibdbiDriver sqglite3
SActionLibdbiDBName /var/db/Syslog

Zaznamenava udalosti vSetkych priorit
fseverity events all
*.* :omlibdbi:;sqglite

Zaznamenava iba udalosti s vysSou prioritou
*.warning :omlibdbi:;sglite
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Restart sluzby rsyslog: service rsyslog restart
Overit’ stav: service rsyslog status —|

1.12 Navod na pouzitie obrazu servera
1. Stiahnutie a rozbalenie stboru ,,08-12-2016.tar* z OneDrive adresara ,,/server.
2. Importovanie virtudlneho stroja do spravcu virtudlnych strojov otvorenim stiboru
»Debian 8.6.0 1386.0vf™. Podporovany spravcovia:
e Oracle VM VirtualBox 5.1.10 (iné verzie neboli testované)
e Vmware Workstation 12.1.0 (Pro) alebo vyssie verzie
e Vmware Workstation Player 12.5 alebo vyssie verzie
3. Nastavenie sietového prostredia vo virtualnom stroji a aj v spravcovi virtualnych
strojov podl'a kapitoly Error! Reference source not found. (siet’ 1
92.168.153.0/24 je povinna rovnako ako aj NAT nastavenie na ethO adaptéri). Je
potrebné si dat’ pozor na IP adresu, ktora je nastavend na adaptéri v host'ovskom
opera¢nom systéme (musi byt’ odli$na od predvolenej brany).
4. Spustenie virtudlneho stroja.
e Konzolové prihlasenie / SSH prihlasenie (iba z lokalnej 192.168.153.0/24
siete). Pri SSH sa je mozné pripojit’ iba na adresu 192.168.153.100.
e Prihlasovacie udaje:

a) login: ,,Foot*
pass.: ,lab()“

b) login: »f1it* (obmedzené opravnenia)
pass.: fiite

C) Spristupnenie webového portalu pouzivatel'om:
cez ethO: http://192.168.153.100
cez ethl: http://10.0.0.1
5. Pri vyvoji pouzivat’ snapshot-y, ktoré podporuje VirtualBox aj Workstation
(ukladanie stavu virtualneho stroja)!

1.13 Navod na spustenie sluzby naplnenia databazy s
obrazkami

Kniznice:
e sqlite3 (napr. inStalacia balika sqlite-autoconf-3170000.tar.gz)
e pugixml (napr. apt-get install libpugixml-dev)

Kompilacia:

g++ -0 Picture_ DB_Fill -std=c++11 picture-db-filler-main.cpp error.cpp picture-db-
filler.cpp picture.cpp -Isqlite3 -lpugixml

Spustenie:

JPicture_DB_Fill <path_to_media_db> <path_to_logging_db>
<path_to_picture_directory>

1.14 Navod na spustenie sluzby kontrola logovacej
databazy

Kniznice:
e sglite3 (napr. instalacia balika sqlite-autoconf-3170000.tar.gz)
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e pugixml (napr. apt-get install libpugixml-dev )

Kompilacia:
g++ -0 Control -std=c++11 control-logging-db.cpp error.cpp -Isglite3 -lpugixml
Spustenie:
Control <path_to_logging_db> <path_to_varData.xml>
Nastavenie intervalu rotacie zoznamov a max. vel'kosti logovacej DB v subore varDat.xml:
<rotationLog>

<interval>60</interval>

<sizeDB>1</sizeDB>

</rotationLog>

1.15 Navod na spustenie sluzby vytvorenia schémy
databazy

Kniznice:
e sglite3 (napr. instalacia balika sqlite-autoconf-3170000.tar.gz)
e pugixml (napr. apt-get install libpugixml-dev )
Kompilacia:
g++ -0 InitDb -std=c++11 init-db.cpp error.cpp -Isqglite3 -lpugixmi
Spustenie:
JInitDb <name_of_db> <path_to_logging.db> <genres_xml_path> <categories_xml_path>

genres_config.xml subor musi obsahovat’ vSetky hudobné zanre, s ktorymi systém pracuje.
Hudobné Zanre nie st jazykovo rozliSené. Subor musi vzdy obsahovat’ defaultnu kategoriu
Other.
<Genres>

<Genre>60's</Genre>

<Genre>Disco</Genre>

<Genre>0ther</Genre>

<Genre>Top 40</Genre>
</Genres>

category_config.xml stbor musi obsahovat’ vSetky katégorie filmov (minimalne
Vv predvolenom jazyku systému), S ktorymi systém pracuje. Kazda kategéria, mdze mat’
viacero prekladov (v priklade Ak¢né, Action). Pre kazdy preklad musi byt uvedeny aj jazyk
daného prekladu (polozka ,,lang®).
Struktiira tohto XML vyzera nasledovne:
<Categories>
<Category>
<Meta
name="Action"
lang="en"/>
<Meta
name="Ak¢éné"
lang="sk"/>
</Category>
<Category>
<Meta
name="Animation"
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lang="en"/>
<Meta
name="Animované"
lang="sk"/>
</Category>

</Categories>

1.16 Navod na spustenie sluzby naplnenia databazy s
hudbou

Kniznice:
e sglite3 (napr. instalacia balika sqlite-autoconf-3170000.tar.gz)
e pugixml (napr. apt-get install libpugixml-dev )
Kompilacia:
g++ -0 MusicDbFiller -std=c++11 music-db-filler.cpp music.cpp error.cpp -lsglite3 -
Ipugixml
Spustenie:
IMusicDbFiller <path_to_media.db> <path_to_logging.db> <path_to_albums_directory>

Priec¢inok s hudbou (path to albums directory) obsahuje jednotlivé hudobné albumy
v oddelenym stboroch. Kazdy album musi mat’ v priecinku okrem pesniciek aj XML subor
s metadatami o albume a fotografiu s obalom albumu vo formate JPG.
Format XML suboru je nasledovny:
<Album>
<Name>Best of CD1</Name>
<Artist>Elan</Artist>
<Year>2000</Year>
<Genre>Pop</Genre>
<CoverImage>best_of_cdl.jpg</CoverImage>
<Songs>
<Song filename="Elan - Netrpezlivi.mp3" name="Netrpezlivi" />
<Song filename="Elan - Tulaci podchodoch.mp3" name="Tulaci
podchodoch" />

</Songs>
</Album>

1.17 Navod na spustenie sluzby naplnenia databazy
s filmami

Kniznice:
e sglite3 (napr. instalacia balika sqlite-autoconf-3170000.tar.gz)
e pugixml (napr. apt-get install libpugixml-dev )
Kompilacia:
g++ -0 MediaDbFiller -std=c++11 media-db-filler.cpp movie.cpp error.cpp -Isglite3 -
Ipugixml
Spustenie:
/MediaDbFiller <path_to_media.db> <path_to _logging.db> <path_to_movies_directory>
<path_to_portal_xml>
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Prie¢inok s filmami (path to movies directory) obsahuje jednotlivé filmy v oddelenym
stiboroch. Kazdy film musi mat’ v prie¢inku XML subor s metadatami o filme, fotografiu
filmu vo formate JPG a zvukovt stopu v defaultnom jazyku. VoliteI'né su titulky a zvukové
stopy Vvinych jazykoch. Subor s metadatami musi obsahovat minimalne metadata
v defaulthom jazyku.
Formét XML suboru je nasledovny:
<Movie>
<Picture>avatar.jpg</Picture>
<Metadatas>
<Metadata>
<Name>Avatar</Name>
<Language>sk</Language>
<Director>James Cameron</Director>
<Plot>strucny obsah filmu... </Plot>
<Stars>Sam Worthington,Zoe Saldana,Stephen Lang</Stars>
<Country>USA</Country>
<Year>2009</Year>
<Time>166</Time>
<Category>Akéné,Dobroduzné</Category>
<MovieFile>avatar_cz.mp4</MovieFile>
<Subtitles>avatar_cz.vtt</Subtitles>
</Metadata>
<Metadata>
<Name>Avatar</Name>
<Language>en</Language>
<Director>James Cameron</Director>
<Plot>obsah filmu v inom jazyku...</Plot>
<Stars>Sam Worthington,Zoe Saldana,Stephen Lang</Stars>
<Country>USA</Country>
<Year>2009</Year>
<Time>166</Time>
<Category>Action,Adventure</Category>
<MovieFile>avatar_en.mp4</MovieFile>
<Subtitles>avatar_en.vtt</Subtitles>
</Metadata>
</Metadatas>
</Movie>

1.18 Navod na spustenie sluzby naplnenia databazy
s reklamami

Kniznice:
e sqlite3 (napr. instalacia balika sqlite-autoconf-3170000.tar.gz)
e pugixml (napr. apt-get install libpugixml-dev )
Kompilacia:
g++ -0 AdvertDbFiller -std=c++11 advert-db-filler.cpp advert.cpp error.cpp -Isqlite3 -
Ipugixml
Spustenie:
JAdvertDbFiller <path_to_media.db> <path_to_logging.db> <path_to_adverts_directory>
<path_to_adverts_config>
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Prie¢inok sreklamami (path to adverts directory) obsahuje subory s jednotlivymi
reklamami.
Konfigura¢ny stibor k reklamam ma nasledujici format:
<advertsConfiguration>
<Buses>40</Buses>
<Adverts>
<Advert>
<Path>6f4735e21ae676482dd29af6d0ddb6e6 .360.mpa</Path>
<Advert_ID>10</Advert_ID>
<PlayFrom>19.04.2017</PlayFrom>
<PlayTo>30.04.2017</PlayTo>
<Count>100</Count>
</Advert>

</Adverts>
</advertsConfiguration>
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2 Vyvojoveé prostredie pre projekt
Pre implementaciu samotného projektu sme sa rozhodli pouzit’ vyvojové prostredie IntelliJ
IDEA od Jet Brains. Projekt je rozdeleny do dvoch ¢asti na front-end a back-end.

V W FutureMod-WebPortal [mod-web-portal] C\Users\pol
> idea
resources-info
Src
main

java

webapp

Obrazok 6 Zdkladna Struktura projektu.

2.1 Stiahnutie projektu

Odkaz na repozitar projektu: https://github.com/jaro0149/FutureMod-\WebPortal

1. Musite mat’ nainStalovanu aplikaciu Git (https://www.git-scm.com).

2. Je potrebné mat’ vygenerovany RSA par kI"icov a nainstalovany verejny kI'a¢ v sluzbe
Github. KI'ice musia byt umiestnené v adresari ~/.ssh s ndzvami id_rsa a id_rsa.pub.
Sifrovacie heslo si treba zapamitat’

Stiahnutie projektu pomocou ivodného okna v IntelliJ - Check out from Version Control >>
Git >> git@github.com:jaro0149/FutureMod-WebPortal.qgit

Stiahnutie projektu pomocou prikazového riadku:

git clone git@github.com:jaro0149/FutureMod-WebPortal.git
Cloning into 'FutureMod-WebPortal'...

Warning: Permanently added the RSA host key for IP address '192.30.253.112' to
the list of known hosts.

Enter passphrase for key '/c/Users/Jaroslav/.ssh/id_rsa':
remote: Counting objects: 95, done.

remote: Compressing objects: 100% (29/29), done.

rRemote: Total 95 (delta 9), reused @ (delta ©), pack-reused 60
Receiving objects: 63% (60/95)

Receiving objects: 100% (95/95), 16.70 KiB | @ bytes/s, done.
Resolving deltas: 100% (32/32), done.

Checking connectivity... done.

2.1.1 Ignore plugin

e V pripade pouzitia git v IntelliJ je potrebné nainstalovat’ plugin .ignore, aby IntelliJ
rozpoznal .gitignore subor.

e InsStalacia: File >> Settings >> Plugins >> najst plugin ".ignore"
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2.2 Nastavenie Maven pripojenia na server

Obsah ~/.m2/settings.xml musi obsahovat’ $pecifikaciu servera, prihlasovaciecho mena a
hesla:

<settings>

<servers>
<server>
<id>TomcatServer</id>
<username>tomcat</username>
<password>tomcat</password>
</server>
</servers>

</settings>

2.3 Nastavenie servera

e Virtualne prostredie musi byt’ spravne nastavené podl'a dokumentu 1.4.
e Potrebné vykonanie d’alSich zmien:
o Nastavenie pouzivatel'a na pripojenie sa do Manager-a Tomcat sluzby (navod
sa nachadza v Casti 1.3).
o Vytvorenie SQLite adresdra (navod sa nachadza v Casti 1.3)

2.4 Nastavenie lokalnej databazy a synchronizacia so

w

serverom
Je pouZity embedded databazovy systém SQLite - databazy sa nachadzaji v Styroch
suboroch. Vzhl'adom na to, Ze vyvoj, kompilacia a zabalenie WAR suboru sa sprevadza
na lokalnom stroji, je potrebné tieto databazové siibory mat’ umiestnené na lokdlnom
stroji ako aj na vzdialenom stroji (MOD server). Nasledne je potrebné v pripade potreby
synchronizovat’ obsah medzi databazami.
Poznamka: Umiestnenie databazy iba na vzdialenom stroji nie je mozné z dovodu, Ze
pri debugging-u sa pouzivaju iba lokalne prostriedky. Zabalenie databazového stiboru
do WAR stboru je nereédlne, pretoze k databdze musia mat’ pristup aj iné aplikacie.
Na serveri sa databazové stibory nachadzaji na umiestneni /var/*.db.
Na lokalny stroj je potrebné databazové stibory umiestnit’ do rovnakého adreséara s
rovnakymi nazvami. V systémoch Windows musi byt’ tento adresar umiestneni na
rovnakej particii ako je umiestneny naklonovany projekt. Priklad: D:\var\db\.

Databazové subory mozu byt stiahnuté z OneDrive: /server/*.db alebo méoze byt
pouzita zaloha.

Na synchronizaciu databazovych suborov je dobré pouzit’ SSH protokol (napr. nastroj
WinSCP).

Na manualnu modifikaciu databazového stiboru je vhodné pouZit’ nastroj "DB
Browser for SQL.ite" (http://sqlitebrowser.org/), "sqlite-tools"
(http://sqglite.org/download.html) alebo integrovany nastroj na pracu s databazou v
IntelliJ.

Zoznam databazovych suborov dostupnych na timovom OneDrive:
a. media.db - Databdza s informéciami o ulozenych multimedidlnych stiboroch.

b. logging.db - Logging databaza - logy zo systémovych sluzieb, z web portalu alebo
zo sluzby rsyslog.
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10.

11.

C.
d.

statistics.db — Databdza ur¢ena na ukladanie Statistik.
empty.db — Prazdna databaza.

Po stiahnuti a spusteni projektu je potrebné nastavit’ podporu frameworku:
Nastavenie: kontextové menu vyvolané na root projektu v zalozke Projekt >> Add

Framework Support... >> Java EE Persistence (ak to uz je nastavené, tak sa takato
moznost’ neobjavi a je to OK).

Potom je potrebné otvorit’ zalozku Database cez: View >> Tool Windows >> Database @
pridat’ vSetky potrebné databazy cez: + >> Data Source From Path.

Dalej je potrebné otvorit' zalozku Persistance cez: View »>> Tool Windows >>

Persistence a pridat’ data sources cez: kontextové okno vyvolané nad "mod-web-
portal v Persistence >> New >> Persistence Unit >> pridat postupne vsetky
data source na zdklade nazvu db, ale bez pripony db (napr. logging)"

12. Nakoniec musite naparovat’ datové jednotky s databazami cez: kontextové okno
vyvolané nad "mod-web-portal v Persistence >> Assign Data Sources >> ...

8 Assign Data Sources X

Persistence Unit Data Source
S logging 4 logging.db
[ media W media.db
L= statistics W statistics.db

Cancel

Obrdazok T Stav po vlozeni a namapovani databaz.

2.5 Zivotny cyklus projektu

Je vhodné pocas vyvoja projektu otvorit Maven okno - View >> Tool Windows >>

Maven Projects.

Predvolené poloZzky Maven zivotného cyklu st vac¢Sinou nepouzitel'né vzhl'adom na

potrebu vzdialeného pripojenia na Debian server.

Boli vytvorené Specializované spustacie konfiguracie (Run Configurations v Maven

paneli) na pracu nad Tomcat7 pluginom, ktory zaistuje kompilaciu, testovanie,

debugovanie, nasadzovanie a d’alSie operacie. Tomcat7 ma na starosti spravovanie
vzdialeného pripojenia na Tomcat server, ktory je Specifikovany v Maven
konfigura¢nom stbore.

Opis  spustacich  konfigurdcii  vzhladom na ich  pouZitie (zdroj

- http://tomcat.apache.org/maven-plugin-trunk/tomcat7-maven-

plugin/plugin-info.html):

o tomcat deploy- Testovanie, kompilacia, zabaleniec a nasadenie kodu na
vzdialeny Tomcat server. Deploy operacia moze byt spustena iba jedenkrat po
sebe. Nasledne je potrebné na zmenu nasadeného balika pouzit' operaciu
redeploy alebo najprv pouzit’ operaciu undeploy pred d’alSou deploy operaciou.
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o tomcat deploy-only - Iba nasadenie skompilovaného balika na vzdialeny server
(napr. bez testovania).

o tomcat exec-war - Vytvorenie spustitelného JAR suboru (so vSetkymi krokmi
zivotného cyklu) so vSetkymi potrebnymi kniznicami a embedded Tomcat
serverom (mozné spustenie pomocou prikazu java -jar .jar).

o tomcat exec-war-only - Rovnaka operacia ako exec-war, ale bez ostatnych
krokov zivotného cyklu.

o tomcat help - Manual k pluginu tomcat7.

o tomcat redeploy - Vykonanie opdtovnej deploy operacie (aj s vykonanymi
zmenami), ak uz balik je deploy-nuty. Prechod vsetkymi etapami Zivotného
cyklu nasadenia.

o tomcat redeploy-only - Rovnaka operacia ako redeploy bez ostatnych krokov
zivotného cyklu.

o tomcat run - Spustenie projektu na embedded Tomcat serveri (nie je potrebne
mat’ nainStalovany lokalny Tomcat server) v podobe dynamickej webovej
aplikdcie. Moznost vhodnd pre debugging, ktory sa spasta pomocou
kontextového menu vyvolanom na tejto spustacej konfiguracii.

o tomcat run-war - Rovnaka operacia ako run-war s rozdielom, ze sa vykona
spustenie zabalenej webovej aplikacie.

o tomcat run-war-only - Rovnaka operacia ako run-war, ale bez ostatnych etap
zivotného cyklu.

o tomcat shutdown - Ukoncenie lokalnych embedded Tomcat serverov.

o tomcat standalone-war - Vytvorenie spustitelného WAR suboru, ktory moze
byt neskor nasadeny na Tomcat serveri.

o tomcat standalone-war-only - Rovnaké ako standalone-war, ale bez ostatnych
etap zivotného cyklu nasadenia.

o tomat undeploy - Odstranenie WAR balika zo vzdialeného servera.

e WAR subory moézu byt spravované aj pomocou webového rozhrania na
adrese http://192.168.153.100. Nasadeny balik ma vzdy nazov "portal". Priklad:
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[ /manager b
« > C | @ 192.168.153.100/manager/html hd | OB = ¢ B
[applcations ]
Path Version Display Name Running | Sessions |Commands
N Start | Stop | | Reload | | Undeploy |
! None specified |Welcome to Tomcat true 0 oo sessions | with ide = 30 F——
- ; Start | Stop | | Reload || Undeploy |
/docs None specified | Tomcat Documentation true 0 e— —
Start | Stop | | Reload || Undeplay |
[examples None specified |Servlet and JSP Examples true 0
with idle = minutes
- . Start | Stop | | Reload || Undeploy |
[host-manager | None specified | Tomcat Host Manager Application true 0 Extisa sccaione. IRRIREIN 30 ——
Start Stop Reload Undeploy
Imanager None specified | Tomcat Manager Application true 1 with idle = minutes
Start | Stop | | Reload || Undeploy |
[portal Neone specified true 0
with idle > minutes
[pepoy ]
Deploy directory or WAR file located on server
Context Path (required): | |
XML Configuration file URL: | |
WAR or Directory URL: |
.

Obrazok 8 Struktiira siiborov
2.6 Pripojenie na vytvoreny server

1. Prinasadeni na vzdialeny server (operécie typu
deploy): http://192.168.153.100/portal/<deployed-page>
2. Prinasadeni na lokélny server (operacie typu
run):http://localhost:8080/p0rta1/<deployed—page>

° Ijvodnésnénkarxntéhx http://localhost:8080/portal/production

2.7 Maven konfiguraény subor (pom.xml)
Obsahuije:

e Vseobecné informacie o projekte (menit’ by sa mala iba aktudlna verzia):

<modelVersion>4.0.0</modelVersion>

<groupId>fiit</groupld>

<artifactId>mod-web-portal</artifactId>

<packaging>war</packaging>

<version>@.0.1</version>

<name>Web Portal of MOD Server</name>
<url>http://www.labss2.fiit.stuba.sk/TeamProject/2016/teaml7is-si/</url>

e Definicie importovanych verzii kniznic. Kazda pridana zavislost’ na kniznicu musi
mat’ definovanu verziu v tejto sekcii (prehl'adnost’). Priklad:
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<junit-version>4.12</junit-version>

e Oznacenia importovanych kniznic (mdze sa doplnat’, povodné zdznamy kniznic
nemodifikovat’). Priklad:

<dependency>
<groupId>junit</groupId>
<artifactId>junit</artifactId>
<version>${junit-version}</version>
<scope>test</scope>

</dependency>

o Plugin tomcat7 a nastavenia pluginu (nemali by sa menit’ pocas vyvoja).
Nastavenia:

<configuration>
<url>http://192.168.153.100:80/manager/text</url>
<server>TomcatServer</server>
<path>/portal</path>
<username>tomcat</username>
<password>tomcat</password>

</configuration>

e Pluginy maven-compiler-plugin a maven-war-plugin sliziace na kompilaciu a
vytvorenie WAR balikov pre Tomcat server (nemenit’).

2.8 Vyvoj front-end a Angular 2

Na zaciatok je potrebné stiahnut’ NodeJS: https://nodejs.org/en/download/

Po stiahnuti celého projektu z repozitara je potrebné otvorenie prikazového riadku v zlozke
so zdrojovymi kodmi pre web portal. Pre nainstalovanie potrebnych balikov, ktoré projekt
vyuziva potom zadame prikaz npm install.

FutureMod-WebPortal\src\main\webapp\my-app>npm install

Po ukonceni instalacie zaddme prikaz npm start, ktory zabezpeci kompilaciu po kazdej
zmene suborov na front-ende a ul'ah¢i sledovanie zmien pocas vyvoja.

FutureMod-WebPortal\src\main\webapp\my-app>npm start

Pri tomto testovani je potrebné mat’ nastavenu api url na localhost v subore http.setvice.ts,
ktory sa nachadza v zlozke services. Nasledne vybrat’ buildovaciu konfiguraciu tomcat run
aspustit’ projekt. Webportal potom bezi na adrese localhost:4200 a backend na
localhost:8080. Kedze sa jednd o cross-domain volania, ktoré prehliadace blokuju, je
potrebné pouzit’ plugin, ktory umozni takéto volania. Pre prehliada¢ Chrome je to napriklad
tento:

https://chrome.google.com/webstore/detail/allow-control-allow-
origi/nlfbmbojpeacfghkpbjhddihlkkiljbi
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2.8.1 Nasadenie na virtualny server

V pripade, Ze nasadzujeme projekt na virtualny server, musime v stibore http.service.ts v
prieCinku services zmenit api url na adresu Tomcat servera s adresou:
192.168.153.100/portal/rest/. Nasledne musime v prieCinku webovej aplikacie zadat
nasledujuci prikaz, ktory nam prekompiluje Angular 2 aplikaciu:

FutureMod-WebPortal\src\main\webapp\my-app>ng build --prod --bh ./ --output-path=../production

Po dokonceni kompilacie vyberieme buildovaciu konfiguraciu tomcat deploy a spustime
projekt. Portal je potom dostupny na url adrese: 192.168.153.100/portal/production/ . Po
ukonCeni testovania je potrebné vybrat konfiguraciu tomcat undeploy pre korektné
vycistenie servera.
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3 Integracia na MOD server

3.1 InStalacia a zapojenie
e Pouzita verzia operacného systému — Debian 8.6.0 1386. Obraz insStalacného disku je
potrebné napalit’ aj so zavadzanim zdznamom na USB flash disk (napr. pomocou
aplikacie Rufus).
e Poznamky k zapojeniu MOD servera:

©)

o

Port 1 — Vyvedené konektory pre pripojenie obrazovky cez VGA a dvoch
USB portov — jeden USB port je pouzity na pripojenie klavesnice, druhy USB
port je pouzity na pripojenie bootovatelného USB s operacnymi systémom.

Napégjanie — Je potrebné zapojit’ DC adaptér s 24V vystupom (aspoin 1A
zéataz) do Specidlneho 4-pinového portu.

EthO port (napravo) — Zapojenie na smerovac alebo priamo do verejnej siete.
Pouziva sa upraveny UTP konektor.

Eth1 port (nalavo) — Zapojenie na sietovy segment s rozbo¢ovacmi.

e VSeobecné nastavenia pri inStalacii:

o

0O O O O O

Root heslo (bez tivodzoviek): ,,lab()*

Meno pouzivatel'a (bez uvodzoviek): ,,fiit*

Heslo pouzivatel’a fiit (bez uvodzoviek): ,,fiit*

Nastavenie domény (bez tivodzoviek): ,fiit.stuba.sk*

Nazov zariadenia (bez uvodzoviek): ,,mod-server*

Nevybrat' ziadne doplnkové baliky pre systém (ani sadu zakladnych
nastrojov operacného systému).

e Stratégia rozvrhnutia pamétového priestoru na internej flash paméti:

o

o

Pomer /: /android : /tmp: /home: /var = 928MiB-a: 512MiB: 64MiB: 32MiB:
512MiB. Z toho vyplyva, Ze 2GiB disk sa rozdeli postupne na particie s
vel'kostami 928MiB,512MiB,64MiB,32MiB a 512MiB.

. ,DISKSIZE L ey o
Koeficient a = —oss > ZarucCuje, Ze pri vacse] kapacite disku sa bude

velkost’ root particie rychlejSie navySovat’ ako pri ostatnych particiach.
Ziadne d’alie particie sa na integrovanej paméti nemozu nachadzat'.

e Suborovy systétm musi mat’ nasledovna logickt Struktiru — manuélne vytvorenie
logickych particii pod LVM skupinou ,,lvm-group1* pri inStalacii (SSD disk nie je
zahrnuty v LVM). Zariadenie reprezentujlice internu flash pamédt ma oznacenie
/dev/sdal, zariadenie reprezentujice SSD pamit’ ma oznacenie /dev/sdbl. JFS musi
byt dodrzany na celej flash pamiti, ext4 nemusi byt dodrzany pri SSD pamiti
(Tubovol'ny suborovy systém podporovany Debian).

root@mod-server:/home/fiit# df -hT

Filesystem Type Size Used Avail Use% Mounted
on

/dev/dm-0 jfs 880M 709M 172M 81% /
/dev/sdbl ext4 596G 1.5G 55G 3% /data
/dev/mapper/lvm--groupl-android jfs 486M 196K 486M 1% /android
/dev/mapper/lvm--groupl-var jfs 454M 212M 243M 47% /var
/dev/mapper/lvm--groupl-home jfs 27M 168K 27M 1% /home
/dev/mapper/lvm--groupl-tmp jfs 59M 1.1M 58M 2% /tmp
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3.2 Zakladné nastavenia systému po instalacii

# Nastavenia sietovych rozhrani na konkrétne adresy (eth0 - smer
Internet, ethl - smer lokalna siet s obrazovkami). Nastavenie IP
adresy na ethl mdéZe byt rdézne v zavislosti od Struktary siete
a nastavenia smerovaca (DHCP nastaveniu sa treba vyhnut, pretoze
MOD musi byt dostupny aj zo zariadeni pripojenych na Wi-Fi).
vim.tiny /etc/network/interfaces

———————————————————— /etc/network/interfaces——----------—--—————
source /etc/network/interfaces.d/*

# The loopback network interface

auto lo

iface lo inet loopback

# The primary network interface

auto ethO

allow-hotplug ethO

iface eth0 inet static
address 192.168.10.10
netmask 255.255.255.0
gateway 192.168.10.1

# Local network
auto ethl
allow-hotplug ethl
iface ethl inet static
address 10.0.0.1
netmask 255.255.255.0
———————————————————— /etc/network/interfaces-————————————————————
vim.tiny /etc/resolv.conf
———————————————————————— /etc/resolv.conf-——————————————————————
domain localdomain
search localdomain
nameserver 192.168.10.1
———————————————————————— /etc/resolv.conf-————--------——————————
/etc/init.d/networking restart

# Aktualizovanie zoznamu balikov a upgrade systému.
apt-get update
apt-get upgrade

# Konfiguracia NAT prekladania medzi adaptérmi eth0 a ethl.
iptables --table nat --append POSTROUTING --out-interface eth0 -j
MASQUERADE

iptables --append FORWARD --in-interface ethl -j ACCEPT

echo 1 > /proc/sys/net/ipv4/ip forward

vim.tiny /etc/sysctl.conf

———————————————————————— /etc/sysctl.conf-———=--=-------—-—-——————

———————————————————————— /etc/sysctl.conf--—-—-——-—--—————————————
iptables-save > /etc/iptables.up.rules

vim.tiny /etc/network/if-pre-up.d/iptables

——————————————— /etc/network/if-pre-up.d/iptables--—---—---—-------
#!/bin/sh
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/sbin/iptables-restore < /etc/iptables.up.rules
——————————————— /etc/network/if-pre-up.d/iptables--—------—------
chmod +x /etc/network/if-pre-up.d/iptables

# InsStaladcia nastroja, ktory dynamicky bude alokovat swapovaci
priestor pre virtudlnu pamdt podla dostupnej pamdti (namiesto
vyhradenej particie) - automatické nastavenie vyhovuje.

apt-get install swapspace

# Nastavenie predvoleného shell-u na bash pre pouzZivatela ,fiit“
(na aplikaciu je potrebny reboot).
chsh -s /bin/bash fiit

# Automatické mountovanie SSD disku pri Starte operacéného systému
s automatickym rozpoznanim typu suborového systému (nemusi byt ext4,
aj ked je to najlepsSia volba z hladiska vykonu). Z dbévodu obcéasnej
zmeny oznadenia /dev/sdbl je vhodnej$ie pouZit UUID.

/sbin/blkid

/dev/sdbl: LABEL="data" UUID="5d0f4d74-8168-4cfb-9el5-
80bac32e26f4" TYPE="ext4" PARTUUID="12b4496b-01"

vim.tiny /etc/fstab

—————————————————————————— /etc/fstab-----—--———————————————————
UUID=5d0£f4d74-8168-4cfb-9el5-80bac32e26f4 /data

auto defaults 0 2

—————————————————————————— /etc/fstab---------—-—————-— -

# Automatické mountovanie USB uloznych zariadeni do adreséara
/media.

apt-get install usbmount

# Navrh adresarovej struktdry na SSD (vytvorit adresare podla
nasledovného opisu). Adresare je takisto potrebné naplnit médiami
(pouzit napr. WinSCP na kopirovanie siborov medzi zariadeniami).
/home/fiit# 1s -1 /data

total 12

drwxr-xr-x 8 fiit fiit 4096 Apr 15 16:18 images

drwxr-xr-x 8 fiit fiit 4096 Apr 15 19:37 movies

drwxr-xr-x 12 fiit fiit 4096 Apr 15 18:33 music

# Nastavenie firewall-u (povolenie vracajucich spojeni
inicializovanych z MOD, HTTP, UFTP, SSH, ICMP a Tomcat). Na rozhrani
smerom k obrazovkam st povolené iba vracajuice spojenia

inicializovany z MOD a HTTP.

iptables -A FORWARD --in-interface ethl -j ACCEPT
iptables -A INPUT -i lo -j ACCEPT

iptables -A INPUT ! -i lo -d 127.0.0.0/8 -3 REJECT
iptables -A INPUT -i ethO -m state --state ESTABLISHED,RELATED -j
ACCEPT

iptables -A INPUT -i ethO -p icmp -3j ACCEPT

iptables -A INPUT -i ethO -p tcp --dport 22 -j ACCEPT
iptables -A INPUT -i ethO -p tcp --dport 80 -j ACCEPT
iptables -A INPUT -i ethO -p tcp --dport 8005 -j ACCEPT
iptables -A INPUT -i eth0O -p tcp --dport 8009 -j ACCEPT
iptables -A INPUT -i ethO -p udp --dport 1044 -3j ACCEPT
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iptables -A INPUT -i ethl -p tcp --dport 80 -j ACCEPT

iptables -A INPUT -i ethl -m state --state ESTABLISHED,RELATED -j
ACCEPT

iptables -A OUTPUT -j ACCEPT

iptables -A INPUT -j REJECT

iptables-save > /etc/iptables.up.rules

# Zabezpecenie pristupu do GRUB (meno: ,grubuser“; heslo:
~grubpass™) .

grub-mkpasswd-pbkdf?2

Enter password:

Reenter password:

vim.tiny /etc/grub.d/40 custom

PBKDF2 hash of your password is
grub.pbkdf2.shab512.10000.7DBFOC2CFB4F152CC91C8C87F6DCCB603C88A69B8
28454E2BAA9927BAS2DE98AEO632E4E185CE12425F92EDSADS57DDOSFFDIBESCTE
28A10EBBOF15260DE062D.DBF47871B7D96C6ES5734602E68CE50394C23F987E9F3
F7AAS570EATESD8C08C04C1725014D93919889E58C3BEC3B86260FAE46641A7C4CS5
436DCF252020A88933

——————————————————— /etc/grub.d/40 custom -—--—-----——-—-——-—-—-
#!/bin/sh

exec tail -n +3 $0

# This file provides an easy way to add custom menu entries.

# define superusers
set superusers="grubuser"

# define users

password pbkdf2 grubuser
grub.pbkdf2.sha512.10000.7DBFOC2CFB4F152CC91C8C87F6DCCB603C88A69RS
28454E2BAA9927BA52DE98AEQ632E4E185CE12425F92ED9ADS57DD95FFDIRESCTF
28A10EBBOF15260DEO062D.DBF47871B7D96C6E5734602E68CE50394C23F987E9F3
F7AAS570EATE8D8C08C04C1725014D93919889E58C3BREC3B86260FAE46641A7C4CS
436DCF252020A88933

——————————————————— /etc/grub.d/40 custom ----------—--—-———-—-
vim.tiny /etc/grub.d/10 linux

——————————————————— /etc/grub.d/10 linux ----------———--———---—-

CLASS="--class gnu-linux --class gnu --class os —--unrestricted"

——————————————————— /etc/grub.d/10 linux --—---—-—--——--—-—-——--—-—-
update-grub2
reboot

3.3 Nastavenie niektorych zakladnych sluzieb nad
systémom (NTP, SSHD, Rsyslog, UFTP)

# Nastavenie c¢asu.
apt-get install ntpdate
ntpdate -s time.nist.gov
hwclock —-systohc

# InsStalacia SSHD.
apt-get install openssh-server
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# Nastavenie SSHD - zakazany pristup na pouzivatela root.
vim.tiny /etc/ssh/sshd config
—————————————————————— /etc/ssh/sshd config--------——--——-——————

# Autorestart SSHD a rsyslog pri padde sluZieb (rovnaké nastavenie
pri oboch konfiguraénych suboroch).

vim.tiny /etc/systemd/system/multi-user.target.wants/ssh.service
————————————————————————— ssh.service ---——------------————————-

Restart=on-failure
RestartSec=10

systemctl daemon-reload

vi /etc/systemd/system/multi-user.target.wants/rsyslog.service
——————————————————————— rsyslog.service ——-—-———--———-—-—————-——-——-

Restart=on-failure
RestartSec=10

systemctl daemon-reload

# Nastavenie udrzZiavania logov po mensSiu dobu — max. rotacia 2
tyzZzdne (cielom je zniZenie pamdtovych narokov) .

vim.tiny /etc/logrotate.conf

————————————————————— /etc/logrotate.conf —-----—--—--—-———————

————————————————————— /etc/logrotate.conf -—--------—-——————————
service rsyslog restart

# Nastavenie maximalnej diZky uchovavania systemd logov - 1 tyzderi
(oddeleny systém od rsyslog).

vi /etc/systemd/journald.conf

———————————————————————— journald.conf ----—----—-—--—————————-

MaxRetentionSec=3day
SystemMaxUse=50M
SystemMaxFileSize=10M

———————————————————————— journald.conf --—-—-—--—-—---———————————-

# Zapnutie perzistencie systemd logov (aj po reboot-e).
mkdir /var/log/journal

systemd-tmpfiles --create --prefix /var/log/journal
systemctl restart systemd-journald

systemctl daemon-reload
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# InsStaldcia UFTP servera a klienta (bez nastavenia, ktoré bude
potrebné riesit v ramci centralizovanej spravy systému); sluzba
uftpd sldzi na prijimanie suborov (predvolene do adresara /tmp)
a sluzba uftp sluzi na odosielanie suborov (predvolenie cez
multicast) .

# kompildcia na virtudlnm stroji

cd /root

wget —--no-check-certificate --no-cookies —--header "Cookie:
oraclelicense=accept-securebackup-cookie"
http://sourceforge.net/projects/uftp-multicast/files/source-
tar/uftp-4.9.2.tar.gz

tar zxvf uftp-4.9.2.tar.gz

cd uftp-4.9.2

apt-get install make

apt-get install libssl-dev

make install

# prekopirovat nasledovné sUbory do rovnakych adresadrov na MOD
s rovnakymi opravneniami

find / -name "*uftp*"

/bin/uftp

/bin/uftp keymgt

/usr/sbin/uftpd
/usr/sbin/uftpproxyd
/usr/share/man/manl/uftp.1
/usr/share/man/manl/uftp keymgt.l
/usr/share/man/manl/uftpd.1
/usr/share/man/manl/uftpproxyd.1

3.4 Instalacia a nastavenie Java a Tomcat

# Stiahnutie a rozbalenie Oracle Java SE 8ul2l (Embedded) (32-bit
vydanie) .

cd /data

wget —--no-check-certificate --no-cookies --header "Cookie:
oraclelicense=accept-securebackup-cookie"
http://download.oracle.com/otn/java/ejdk/8ul2l-
b11/d54c1d3a095b4ff2b6607d096fa80163/ejdk-8ul2l-1inux-1586.tar.gz
mkdir /usr/lib/javas8

tar zxvf ejdk-8ul2l-linux-i586.tar.gz

mv ejdk-8ul2l-linux-1i586/jre /usr/lib/java8/jrel.8.0 121

rm -f ejdk-8ul2l-linux-i586.tar.gz

# Nastavenie environment premennej JAVA HOME.

update-alternatives --install /usr/bin/java java
/usr/lib/java8/jrel.8.0 121/bin/java 100

java -version

java version "1.8.0 121"

Java (TM) SE Embedded Runtime Environment (build 1.8.0 121-bl3,
headless)

Java HotSpot (TM) Embedded Client VM (build 25.121-b13, mixed mode)

# Stiahnutie a rozbalenie Tomcat 8.5.8.
cd /data
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wget —--no-check-certificate -—-no-cookies --header "Cookie:
oraclelicense=accept-securebackup-cookie"
https://archive.apache.org/dist/tomcat/tomcat-8/v8.5.8/bin/apache-
tomcat-8.5.8.tar.gz

mkdir /usr/lib/tomcat8

tar zxvf apache-tomcat-8.5.8.tar.gz -C /usr/lib/tomcat8

rm -f apache-tomcat-8.5.8.tar.gz

# Nastavit environment premennych - JAVA, Tomcat, Tomcat pamdtové
nastavenia (min. RAM=512MB, max. RAM=1024MB) a Tomcat bezpecénostné
nastavenie.

vi ~/.bashrc

———————————————————————————— .bashrc---------- - - - - - - - - - -- - —————
export JAVA HOME=/usr/lib/java8/jrel.8.0 121

export CATALINA HOME=/usr/lib/tomcat8/apache-tomcat-8.5.8

export CATALINA BASE=/usr/lib/tomcat8/apache-tomcat-8.5.8

export 'CATALINA OPTS=-Xms512M -Xmx1024M -server -
XX:4+UseParallelGC'

export 'JAVA OPTS=-Djava.awt.headless=true -
Djava.security.egd=file:/dev/./urando

reboot

# Spustenie a otestovanie Tomcat-u.
$CATALINA HOME/bin/startup.sh

pPs —aux | grep java
http://192.168.10.10:8080

# Oddelenie Tomcat procesu pomocou oddeleného pouzivatela.
groupadd tomcat

useradd -g tomcat -d /usr/lib/tomcat8/apache-tomcat-8.5.8/ tomcat
passwd -1 tomcat

# Heslo pouzZivatela tomcat (bez tvodzoviek) ,tomcat-molpirl7"“.
passwd tomcat

chown -R tomcat.tomcat /usr/lib/tomcat8/apache-tomcat-8.5.8/
chmod 775 /usr/lib/tomcat8/apache-tomcat-8.5.8/webapps/

# Vytvorenie sStartovacieho systemd skriptu a restovanie
zavadzacieho systému na aplikovanie nastaveni (systemctl).
# stiahnut z github repozitdra subor system-shell-
scripts/tomcat.service a prekopirovat subor do
/etc/systemd/system/tomcat.service

chmod 777 /etc/systemd/system/tomcat.service

In -s /etc/systemd/system/tomcat.service
/etc/systemd/system/multi-user.target.wants/tomcat.service
systemctl daemon-reload

systemctl start tomcat

# Opdtovné otestovanie spustenia tomcat sluzby.
ps -—aux | grep java

service tomcat status
http://192.168.10.10:8080
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# Zmena portu z 8080 na 80; riadok <Connector port="8080"
protocol="HTTP/1.1" connectionTimeout="20000" redirectPort="8443"
/>.

vim.tiny /usr/lib/tomcat8/apache-tomcat-8.5.8/conf/server.xml
——————————————————————————— server.xml--—-—--——--—-—--—————————————

<Connector port="80" protocol="HTTP/1.1" connectionTimeout="20000"
redirectPort="8443" />

# Nastavenie authbind na IPv4 bez IPv6.
vim.tiny /usr/lib/tomcat8/apache-tomcat-8.5.8/bin/setenv.sh
—————————————————————————— setenv.sh ---—---——--—--—-—--————-—————

CATALINA OPTS="-Djava.net.preferIPv4Stack=true"
—————————————————————————— setenv.sh --—-—--—----—---——-—-—————————

# Zmena startup skriptu: exec "$PRGDIR"/"S$EXECUTABLE" start "$Q"
na exec authbind --deep "$PRGDIR"/"SEXECUTABLE" start "$Q@Q"
vim.tiny /usr/lib/tomcat8/apache-tomcat-8.5.8/bin/startup.sh-
—————————————————————————— startup.sh ------ - --- - - - —————-—————-

exec authbind --deep "$PRGDIR"/"SEXECUTABLE" start "$@"
—————————————————————————— startup.sh ----—m—----------—-——————

# Instalacia a aplikécia authbind na port 80. Nasledné
otestovanie.

apt-get install authbind

touch /etc/authbind/byport/80

chmod 500 /etc/authbind/byport/80

chown tomcat /etc/authbind/byport/80

service tomcat restart

http://192.168.10.10:80

# Zadefinovanie pouzivatela s menom a heslom tomcat, pomocou
ktorého bude mozné vzdialene manazZovat Tomcat aplikacie vratane
nasadzovanie novych aplikacii.
cd /usr/lib/tomcat8/apache-tomcat-8.5.8/conf/
vim.tiny tomcat-users.xml
—————————————————————— tomcat-users.xml --—----———-—-——————-——————
<?xml version="1.0" encoding="UTF-8"7?>
<tomcat-users xmlns="http://tomcat.apache.org/xml"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance"
xsi:schemaLocation="http://tomcat.apache.org/xml
tomcat-users.xsd"
version="1.0">
<role rolename="manager-jmx"></role>
<role rolename="manager-gui"></role>
<role rolename="manager-script"></role>
<role rolename="manager-status"></role>
<user username="tomcat" password="tomcat" roles="manager-
jmx,manager-gui,manager-status,manager-script"></user>
</tomcat-users>
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—————————————————————— tomcat-users.xml ---—-—---——————————————-

# Nastavenie povolenych zariadeni, ktoré sa mdéZu na manager-a
pripojit (vsetky) .
vim.tiny /usr/lib/tomcat8/apache-tomcat-
8.5.8/conf/Catalina/localhost/manager.xml
———————————————————————— manager.xml —--——-———-———-——————-——————————
<Context privileged="true" antiResourcelocking="false"
docBase="${catalina.home}/webapps/manager">

<Valve className="org.apache.catalina.valves.RemoteAddrValve"
allow="".*x$" />
</Context>
———————————————————————— manager.xml —--——-———-———-————————————————

# Nastavenie opravneni (vlastnitvo) pre subor setenv.sh.
cd /usr/lib/tomcat8/apache-tomcat-8.5.8/bin

chown tomcat setenv.sh

chgrp tomcat setenv.sh

# Nastavenie opravneni Tomcat-u pre pristup do particie /data.
vim.tiny /usr/lib/tomcat8/apache-tomcat-8.5.8/conf/server.xml
———————————————————————— server.xml —-—-————————————————————————
<Context docBase="/data/videos/movies"
path="/portal/production/data/videos/movies" />
———————————————————————— server.xml —-—-————————————————————————

# Nstavenie automatického presmerovania z 192.168.10.10 na
podstranku aplikaéného modulu reprezentujiceho web-portal.

cd /usr/lib/tomcat8/apache-tomcat-8.5.8/webapps/ROOT/

mv index.jsp index old.jsp

vim.tiny index.]jsp

————————————————————————— index.jsp ——————————————————————————
<% response.sendRedirect ("/portal/production"); %>
————————————————————————— index.jsp —-—————————————————————————
chmod 755 index.jsp

# ReStartovanie Tomcat-u.
service tomcat restart

3.5 Nastavenie systémovych sluzieb

# Vytvorenie potrebnych adresarov (db - databazové subory, config -
XML konfigurac¢né subory, certs — certifikacéné subory).

mkdir /var/db

mkdir /var/config

mkdir /var/certs

chmod 755 /var/db

chmod 755 /var/config

chmod 755 /var/certs

chown tomcat /var/db

chgrp tomcat /var/config

# Prekopirovanie databazovych siborov (.db) do adresara /var/db.

Vsetky db subory sa nachadzaja na OneDrive v adresari
/server/databases.
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# skopirovanie databazovych suborov do /var/db (napr. WinSCP)
chown -R tomcat /var/db

chgrp -R tomcat /var/db

chmod 755 -R /var/db

1s -1 /var/db

total 336
—rWXIr—XIr—X
—I'wXr—Xr—x
—I'wXr—Xr—x
—IwXr—Xr—x

tomcat tomcat 2048 Apr 13 09:14 empty.db
tomcat tomcat 253952 Apr 21 13:18 logging.db
tomcat tomcat 64512 Apr 21 01:36 media.db
tomcat tomcat 20480 Apr 7 12:53 statistics.db

e e

# InsStalacia sglite3 a xml kniZnice pre C++ sluzby.
apt-get install sqglite3

apt-get install libsglite3-dev

apt-get install libpugixml-dev

# Nastavenie certifikaénych suborov - SSL/TLS komunikacia.

cd /var/certs

# Vygenerovanie certifikatu do keystore.jks repozitara (pri
redlnom nasadeni tento krok nie je potrebny, pretoZe cloud doda
serveru verejny certifikat). Pre testovacie GcCely heslo musi byt
nastavené na ,password".

keytool -genkey -keyalg RSA -alias cloud -keystore keystore.jks -
storepass password -validity 360 -keysize 2048

What is your first and last name?

[Unknown]: Jaroslav Toth

What is the name of your organizational unit?
[Unknown]: stu

What is the name of your organization?
[Unknown] : fiit

What is the name of your City or Locality?
[Unknown]: Bratislava

What is the name of your State or Province?
[Unknown]: Slovakia

What is the two-letter country code for this unit?
[Unknown] : SR

Is CN=Jaroslav Toth, OU=stu, O=fiit, L=Bratislava, ST=Slovakia,
C=SR correct?
[no]: yes
Enter key password for <cloud>
(RETURN if same as keystore password) :

# Nasledujtci krok je opat potrebny iba pri lokdlnom testovani
aplikdcie - exportovanie verejného certifikatu z repozitédra do
suboru cloud.cer. V redlnom nasadeni cloud doda tento certifikacny
stbor na MOD server (napr. pri insStalécii operac¢ného systému) .
keytool -export -keystore keystore.jks -alias cloud -file
cloud.cer

Enter keystore password:

Certificate stored in file <cloud.cer>

# Importovanie certifikac¢ného stboru cloud.cer do lok&lneho

uloziska déveryhodnych certifikdtov - truststore.jks. Tento krok
sa musi vykonat vzdy.
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keytool -import -file cloud.cer -alias cloudCA -keystore
truststore.jks
Enter keystore password: password
Re-enter new password: password
Owner: CN=Jaroslav Toth, OU=stu, O=fiit, L=Bratislava,
ST=Slovakia, C=SR
Issuer: CN=Jaroslav Toth, OU=stu, 0O=fiit, L=Bratislava,
ST=Slovakia, C=SR
Serial number: 398b77dd
Valid from: Sat Mar 18 13:42:42 CET 2017 until: Tue Mar 13
13:42:42 CET 2018
Certificate fingerprints:
MD5: 8F:B1:97:69:F2:70:B6:88:23:7A:49:21:4F:E6:02:AC
SHAL:
1E:77:11:27:7C:68:8E:9D:28:2B:67:3F:54:B7:5A:87:89:0F:97:BE
SHA256:
39:34:EC:BE:FD:9F:56:F1:E4:E6:66:4C:7E:A6:03:86:6C:00:CF:33:46:
33:11:91:9F:AA:49:97:36:1A:37:09
Signature algorithm name: SHA256withRSA
Version: 3
Extensions:
#1: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyldentifier [

KeyIdentifier [

0000: DA 5C AD D3 27 C5 AB 23 45 78 91 7D DF DB EF 99
AL L L#EX. L.

0010: oF 03 19 25 0..%
]

]

Trust this certificate? [no]: vyes

Certificate was added to keystore
rm —-f cloud.cer

# Nastavenie certifikaénych suborov - SSH komunikacia.

cd /var/certs

# Vygenerovanie paru kItGcov - Heslo na spristupnenie privatneho
kItG¢a nembZe byt nastavené (v pripade jednotkovych testov,

v redlnom nasadeni by malo byt nastavené heslo). Subor privatneho
kIG¢a musi mat oznacenie ssh rsa (v pripade unit testov). Tento
krok by mal vykonavat cloud - v naSom pripade cloud = MOD server.
ssh-keygen -t rsa

Generating public/private rsa key pair.

Enter file in which to save the key (/root/.ssh/id rsa):
/var/certs/ssh _rsa

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /var/certs/ssh rsa.

Your public key has been saved in /var/certs/ssh rsa.pub.

The key fingerprint is:
SHA256:G4DaRVMTXH1ZP+0sUMSExXGGTJ5b25MBgHafXiiaXbok Jaroslav@Jaro-

NB

The key's randomart image is:
+--—[RSA 2048]----+

| 00+0=*B=, |

| O ...0%== . |

| . 0 =.Q..0.|
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# Nasledne je potrebné vyexportovat verejny kIG¢ z paru klIucov
a uloZit verejny kIG¢& na MOD serveri do suboru ,known hosts™
(cloud = MOD - platné pri jednotkovych testoch - IP adresa cloudu
je 127.0.0.1). Nasledne je potrené subor known hosts prispdsobit
na Specificky format.

cat ssh rsa.pub >> known hosts

vim.tiny known hosts

———————————————————————— known hosts ----------------—--——-——-
127.0.0.1 ssh-rsa AAAAB3NzaClyc2EAAAADAQABA...
———————————————————————— known hosts ----------------—--——-——-

# Kompilacia C++ sluZieb na virtudlnom stroji a prekopirovanie
skompilovanych programov do adresara /opt.

g+t -o MediaDbFiller -std=c++11 media-db-filler.cpp error.cpp
movie.cpp -1 sglite3 -1 pugixml

g++ —-o MusicDbFiller -std=c++1l1l error.cpp music.cpp music-db-
filler.cpp -1 sglite3 -1 pugixml

g++ -o PictureDbFiller -std=c++11 error.cpp picture.cpp picture-
db-filler.cpp picture-db-filler-main.cpp -1 sglite3 -1 pugixml
gt+ —-o InitDb -std=c++11 error.cpp init-db.cpp -1 sglite3 -
lpugixml

g+t -o ControllLoggingDb -std=c++1l error.cpp control-logging-
db.cpp -1 sglite3 -lpugixml

# prekopirovanie skompilovanych programov do /opt napr. pomocou
WinSCP

cd /opt

chmod 755 *

# Kompilacia Java projektu vo virtudlnom stroji (je potrebné mat
nainstalovany maven - apt-get install maven) a prekopirovanie
skompilovaného programu do /opt adresara.

# stiahnutie projektu z GitHub repozitdra (adresdr /mod-remote-
admin)

clean validate compile test assembly:single

# prekopirovanie skompilovaného a zabaleného projektu do /opt
(napr. WinSCP)

cd /opt

chmod 755 *

# Prekopirovanie skriptov, ktoré zabezpecduju autostart sluzZieb pri

Starte systému.

# potrebné subory sa nachddzajui na GitHub v adresari /system-
shell-scripts - prekopirovanie suborov permissions.sh, proxy.sh,
startup.sh a timeset.sh do adresédra /opt

cd /opt

chmod 755 *

1s -1 /opt

total 23668
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-rwxr-xr-x 1 root root 26712 Apr 6 21:31 ControlLoggingDb
-rwxr-xr-x 1 root root 37668 Apr 6 21:13 InitDb
-rwxr-xr-x 1 root root 73772 Apr 14 13:38 MediaDbFiller
-rwxr-xr-x 1 root root 68592 Apr 6 20:49 MusicDbFiller
-rwxr-xr-x 1 root root 54 Apr 20 23:17 permissions.sh
-rwxr-xr-x 1 root root 65932 Apr 6 20:54 PictureDbFiller
-rwxr-xr-x 1 root root 44 Apr 13 10:13 proxy.sh
-rwxr-xr-x 1 root root 23930008 Apr 12 15:07 RemoteCloud.jar
-rwxr-xr-x 1 root root 1766 Apr 20 23:18 startup.sh
-rwxr-xr-x 1 root root 109 Apr 12 18:13 timeset.sh

# Nastavenie automatického spustania skriptu proxy.sh pri Starte
systému.

# stiahnut z github repozitédra suUbor system-shell-
scripts/modsystem.service a prekopirovat subor do
/etc/systemd/system/modsystem.service

chmod 777 /etc/systemd/system/modsystem.service

In -s /etc/systemd/system/modsystem.service
/etc/systemd/system/multi-user.target.wants/modsystem.service
systemctl daemon-reload

3.6 Instalacia a konfiguracia rsyslog

Zoznam potrebnych archivov, ktoré najdete na centralnom tlozisku v archive lib_rsyslog.rar
Vv adresari /server:
e libdbi-0.9.0.tar.gz
e libdbi-drivers-0.9.0.tar.gz (pri configure kroku je potrebné pouzit' navyse prepinac¢
--with-sglite3)
e libestr-0.1.10.tar.gz
e libfastjson_0.99.4.orig.tar.gz

Vyssie uvedené archivy, treba spracovat’ podl'a nasledujuceho postupu (kroky 1 — 10 — praca
vo virtudlnom stroji!):
6. rozbalit: tar xzvf libdbi-0.9.0.tar.gz
7. vstupit’ do rozbaleného adresara: cd libdbi-0.9.0
8. vytvorit’ testovaci adresar: mkdir test
9. vygenerovanie siboru make (nastavenie izolovaného testovacieho adresara —
vystup instalacie): ./configure --prefix=/root/libdbi-0.9.0/test
10. kompilécia: make
11. instalacia: make install
12. zo skompilovanych stiborov v adresari test vieme, aké subory tvoria vystup
instalacie (a kde sa nachadzaju tieto subory v adresarove;j Struktare) — budeme
opakovat’ postup, ale bez prepinaca prefix
13. vygenerovanie suboru make: ./configure
14. kompilacia: make
15. inStalacia: make install
16. prekopirovanie skompilovanych siiborov z virtualneho stroja na MOD server —
subory, ktoré sa nachadzaju v systéme, nie v adresari test (napr. pomocou
WinSCP); umiestnenia nainstalovanych suborov vieme zistit’ z adresara test; je
potrebné ponechat’ opravnenia po skopirovani suborov
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Naésledne je potrebné stiahnut’ a nainstalovat’ pkg-config (virtualny stroj!):
3. apt-get update
4. apt-get install pkg-config

Dalej v archive lib_rsyslog.rar najdete tieto balicky:
e uuid_1.6.2-1.3 i386.deb
e libossp-uuid1l6_1.6.2-1.3 i386.deb
e uuid-dev_2.29.1-1 i386.deb
e libgcryptll 1.5.0-5+deb7u5 i386.deb
e libgpg-error-dev_1.17-3 i386.deb
e libgcryptll-dev_1.5.0-5+deb7u5_i386.deb
e liblogging-stdlog0_1.0.5-2_i386.deb

Nasledne instalovat’ vSetky baliky (najlepsie v uvedenom poradi): dpkg -i package.deb.

V archive lib_rsyslog.rar najdete tiez archiv rsyslog-8.24.0.tar.gz — nainStaluje rsyslog
(nepouzivat’ apt-get install, lebo nainStaluje bez kniznice libdbi). Takisto je potrebné
vykonat’ kompilaciu do testovacieho adresara na virtudlnom stroji.

4. mkdir test

5. .Iconfigure —enable-libdbi --prefix=/root/ rsyslog-8.24.0/test
6. make

7. make install

8

Konfiguracia stboru /etc/rsyslog.conf na ukladanie systémovych udalosti do databdzy
logging.db (doplnenie a zakomentovanie potrebnych riadkov):

vim.tiny /etc/rsyslog.conf

——————————————————————— rsyslog.conf ----—-—-—-----——---—————-————
SModLoad imuxsock # provides support for local system logging
SModLoad imklog # provides kernel logging support

#SModLoad immark # provides --MARK-- message capability
SModLoad omlibdbi

Stemplate sglite,"insert into SystemEvents (DeviceReportedTime,
Facility, Severity, FromHost, Message, EventSource, EventUser,
EventCategory, EventID, EventLogType, SysLogTag) wvalues
('"$timereported:::date-rfc3339%', 'Ssyslogfacility-text%',
'$syslogseverity-text%', '$S$!source%', 'Smsg%', '$S$!sourceproct',
'$Sluser%', '$$!categoryid%', '$$!id%', '$S!nteventlogtype%',
'$syslogtag%')", SQL

SActionLibdbiDriver sqglite3

SActionLibdbiDBName /var/db/logging.db

*.warning :omlibdbi:;sglite

——————————————————————— rsyslog.conf ----——---—---—-——-———————————
service rsyslog restart
service rsyslog status -1

Vydistenie logov a nacechovanych balikov (vhodné napr. pred zalohovanim systému)

apt-get clean

apt-get autoclean
apt-get autoremove
> alternatives.log
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auth.log
btmp
daemon.log
debug
dmesg
dpkg.log
faillog
kern.log
lastlog
messages
syslog
user.log
wtmp

cd apt/

> history.log
> term.log

VVVVYVVVYVVYVYVYVYV

3.7 Zosumarizované pristupové udaje

e Root, ktory je pristupny iba cez konzolové fyzické pripojenie.
login: ,,root*
pass.. ,lab()*

e Regularny pouzivatel' s obmedzenymi opravneniami (pristup je mozny aj cez
SSH). Tento pouzivatel sa po prihldseni mdéze pomocou prikazu su prihlasit’ do
root-a (dvojfaktorova autentifikécia).
login: .fiit*
pass.. ,fiit*

e Tomcat pouzivatel, ktory slizi na spravu nasadzovanych aplikacii a na
nasadzovanie aplikécii do Tomcat aplikacného servera.
login: ,,tomcat*
pass.: ,tomcat®

e Systémovy Tomcat pouzivatel' (vypnuté prihlasovanie)
login: ,tomcat‘
pass.: ,,tomcat-molpirl7¢

e Pristup do GRUB nastaveni pri boot-e:
login: ,,grubuser
pass.: ,.grubpass®

e Spristupnenie webového portalu pouzivatelom:
cez ethO: http://192.168.10.10
cez ethl: http://10.0.0.1
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4 Nastavenie Startovacich hodnoét portalu

Pre nastavenie predvolenych hodnot portalu, je vytvoreny API endpoint. Tento endpoint pri
metdde GET vrati pozadované hodnoty, ktoré nacita z externého XML stiboru.

4.1 Startovaci endpoint

Nastavenie Startovacich hodnot sa teda deje pomocou GET HTTP metody, ktora vrati
potrebné hodnoty.

URL.: /configuration/start

Typ spravy: GET

Blizsie informécie o tomto endpointe sa nachaddzaji v dokumentécii o API.

4.2 Subor XML

Cesta k suboru: /var/config/portal.xml
Tento stibor v sebe obsahuje hodnoty, ktoré sa nastavia pri spusteni portdlu. Teda tieto data
su vratene spominanym GET volanim. Subor taktiez obsahuje konfiguraéné hodnoty pre

Statistiky (vid’. Kapitola Nastavenie hodnot pre Statistiku).
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<portalConfiguration>
<startConfiguration>
<rowsNumber>3</rowsNumber>
<columnsNumber>4</columnsNumber>
<language>sk</language>
<color>#FFEB3B</color>
</startConfiguration>
<statisticsConfiguration>
<moviePercentage>20</moviePercentage>
<musicPercentage>20</musicPercentage>
<advertisementPercentage>20</advertisementPercentage>
</statisticsConfiguration>
</portalConfiguration>

4.3 Opis parametrov
rowsNumber — pocet riadkov
columnsNumber — poget stipcov
language — predvoleny jazyk portalu
color — farba portalu

4.4 Defaultne (predvolené) hodnoty parametrov

Pokial’ sa v zlozke /var/config nenachddza poZadovany stubor portal.xml, tak je vytvoreny
stbor automaticky pri prvom spusteni portalu s predvolenymi hodnotami.

rowsNumber — 2

columnsNumber — 3

language — sk

color — #FFEB3B

4.5 Validacia vstupnych parametrov

Validécia vstupnych parametrov garantuje to, ze pokial pouzivatel’ zad4 nespravne hodnoty
k jednotlivym parametrom budu tomuto parametru nastavené predvolené hodnoty z kapitoly
Defaultne (predvolené¢) hodnoty parametrov.

4.5.1 Validacia parametra rowsNumber

Validéacia parametra rowsNumber prebieha na spravne zadanie poctu riadkov pre vsetky
obrazovky. Tento parameter nemodze byt vacsi ako 3 a mensi ako 1.
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4.5.2 Validacia parametra columnsNumber

Validacia parametra columnsNumber prebieha na spravne zadanie poétu stipcov pre vietky
obrazovky. Tento parameter nemoze byt va¢si ako 4 a mensi ako 1.

4.5.3 Validacia parametru language

Validacia parametra language prebieha na spravne zadanie predvoleného jazyku portalu.
Tento parameter musi byt z mnoziny "sk™, "cz", "es", "en". Tuto mnozinu je mozné rozsirit’
jedine v programe a to v stibore Languages.java.

4.5.4 Validacia parametru color

Validécia parametra color prebieha na spravne zadanie farby portalu. Farba musi byt zadana
V hexadecimalnom tvare.

5 Nastavenie hodnot pre statistiku

Pre nastavenie predvolenych hodndt pre Statistiky, je vytvoreny API endpoint. Tento
endpoint pri metode GET vrati pozadované hodnoty, ktoré nacita z externého XML suboru.
Tieto hodnoty urcuju, kolko percent z filmu, z piesne sa musi prehrat’, aby dany obsah bol
povazovany za prehraty a bol vytvoreny zaznam v databaze pre Statistiky.

5.1 Statisticky endpoint

Nastavenie parametrov pre Statistiky sa deje pomocou GET HTTP metddy, ktora vrati
potrebné hodnoty.

URL.: /statistics/thresholds

Typ spravy: GET

Blizsie informacie o tomto endpointe sa nachadzaji v dokumentacii o APL

5.2 Subor XML

Konfiguracné hodnoty pre Statistiky st sucastou konfiguracného XML suboru pre portal,
ktory je opisany v kapitole Subor XML.

5.3 Opis parametrov

moviePercentage — percenta z dizky prehratia filmu

musicPercentage — percenta z dizky prehratia piesne

advertisementPercentage — percenta udavajt, Ze po akom ¢asovom useku z prehravaného

5.4 Validacia vstupnych parametrov

Validacia parametrov pre Statistiky zarucuje nastavenie predvolenych hodnét, ak hodnota
parametrov nie je zadana alebo je mimo ur¢eného rozsahu.

5.4.1 Validacia parametru moviePercentage

Validacia parametru moviePercentage prebieha na spravne zadanie percent, ktoré su
potrebné na to, aby sa film povazoval za prehraty a zaznamenalo sa to do databazy. Tento
parameter je v rozsahu 0 az 100.

5.4.2 Validacia parametru musicPercentage

Validécia parametru moviePercentage prebiecha na spravne zadanie percent, ktoré su
potrebné na to, aby sa pieseil povazoval za prehrati a zaznamenalo sa to do databazy. Tento
parameter je v rozsahu 0 az 100.

5.4.3 Validacia parametru advertisementPercentage

Validécia parametru advertisementPercentage prebieha na spravne zadanie percent, ktoré
uréujt po akom casovom usek z prehradvaného obsahu sa ma spustit’ reklama. Tento
parameter je v rozsahu 0 az 100.
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